[Ipoxypatypa TapacoBckoro paiioHa HHGOPMHUPYET O CIOcoOax MOIIEHHUYECTBA B
chepe UHBECTUIIMI U IOTIOJTHUTENIBHOTO 3apadoTKa

[IpennaratoT BIJIOXKWUTHb JIGHBI'M W MOJY4YUTh MpuObUTE 10 250% roaoBbIX?
He cniemmte mnepeBoauTh cOepexeHUs: CKOpee BCEro, I0J MacKoW COTPYIHUKOB
WHBECTUIIMOHHON WM OpPOKEPCKON KOMIIAHMHM CKPBIBAIOTCS (DMHAHCOBBIC ad)epHUCTHI.
Paccka3zbiBaeM, Kak X pacro3HaTh U HE MOTEPSITh CBOU JICHBIH.

Cxembl ad)epuCTOB ¢ HHBECTULHSIMH

NHBeCTULIMOHHBIE MOIIEHHUKUA — XOPOIIME IICHUXOJIOTH, KOTOPhIE 3HAIOT, Kak
BBI3BATh MHTEPEC, PACIOJIOKUTh coOeceqHUKa K ce0e M yOenuTh 4elIOBeKa paccTaThCs
C COOCTBEHHBIMU COCPEKECHHUSIMH.

YacTo myig oOMaHa 3J10yMBIIIJIEHHUKU CO3/Ial0T CAalThl, KOTOPHIE CJI0KHO OTIUYUTH
OT HACTOSIIIIUX CaWTOB OAHKOB M OPOKEPCKHUX KOMIIAHUM. A €Ile BBIKJIQJIBIBAIOT MOCTHI
B COIICETAX OT MMEHU BBIMBIIUICHHBIX JIFOJEH WA BBICTYNAIOT MO BUJIOM KOMITIETEHTHBIX
SKOHOMHUCTOB, PEKJIAMUPYS MTOJ03PUTEIIBHBIE MHCTPYMEHTHI C BBICOKHM JJOXOJIOM.

IIpexxne Bcero B TaKuX MNOPEIIOKEHUSAX JOJDKHA HACTOPOXKUTHh — BBICOKas
I0XOTHOCTE: OT 30% 10 250% roI0BBIX U BBIIIIE.

ITepBbIii mar 3TON CXEMbl — 3aCTaBUTh YEJIOBEKA 3apETUCTPUPOBATHCS Ha CaWTeE.
BTopoilt — MonoJHUTh BUPTYAJIbHBIN CUET, TO €CTh IIEPEBECTU JICHBIH.

Ho nepBoe Bpemsi Bce BBIMISAUT MO-HAcTosieMy. K HauMHaronieMy WHBECTOPY
MOAKIIOYAIOT «OMBITHOTO» JKOHOMHUCTA, KOTOPBIM JaeT COBEThI: KaK BBITOJHEE
pacrnopsiiuThbCsl JIGHbraMu U BO UTO MHBECTHpoBaTh. llenb y HacTaBHUKA OJHA —
BBITALIUTh Yy KJIMEHTA KaK MOXHO Ooiblnyr0 cymmy. lloaTomy BHauanme «J10X0»
Ha BUPTYaJIbHOM CUETE PACTET, IKOOBI OT YJauHbIX MHBecTULIMI. HO BCce 310 — (peiikoBas
uH(opMalus, a AEHI'M HA CAMOM JIeJIe HaXOASITCS Y 3JI0YMBIIIJIEHHUKOB.

WNuorna, 4yToOBl BBI3BATh JOBEPHE, KEPTBE ACHCTBUTEIBHO IOCTYyHAeT Ha KapTy
HeOobIIass cyMMa — SKOOBI JUBHUACHAB C akmuii. Ho 3To Bcero numb emie omHa
Ha)KUBKa.

Ecnu 4enoBek MbITAETCA BBIBECTH BJIOXKEHHUS WM OTKAXKETCS HWHBECTHUPOBATH
OoJIbIlIe, MOIIIEHHUKH CTaparoTCs JIaBUTh CHUJIbHEE: PUCYIOT MEPCHEKTHUBBI 00OTAaIlCHHMS,
MpeUIararoT B3sATh KPEAUT U MPOJIaTh UMYIIECTBO paay OBICTPOro 3apadoTKa.

Ho naxe ecnu yenoBek IPOJODKUT HACTaWMBaTh HAa CBOEM U IMOTPEOYET BEPHYTHh
JIEHbIU, CHIeJIaTh ATO BPAJ U MOJYy4dUTCSl. MOIIEHHUKHA MOTYT OOBSCHUTH 3TO BBICOKUMU
KOMHCCHUSIMH, KOTOPBIE «CHEJTN» BCIO CYMMY, UJIU MPOCTO MEPECTAHYT BHIXOJAUTH Ha CBSI3b.

Kak pacno3nats adepucros:

Cxembl y UHBECTHIITMOHHBIX MOIIEHHUKOB MPUMEPHO OJMHaKoBbIe. Pacmo3Harth
UX TTIOMOTYT 3TH 8 06a30BbIX (haKTOPOB:

OGematoT BRICOKUN JOXOJ] 32 KOPOTKUM Cpok, Harpumep, 50% 3a iBa mecslia.

HacrauBaroT Ha HEMEJIEHHOM NEPEUYUCIICHUH JCHET.

O6mrarotcst HempodecCHoHABHO, TOPOU HECIEPKaHHO U TPY0o.

TpeOytoT JOCTYN K TUYHOMY CUETY, JIEKTPOHHOMY KOIIEIbKY WIJIH KapTe.

JISHCTBYIOT OT UMEHM W3BECTHBIX OAHKOB ¥ WHBECTKOMITAHWM, HO OTHOIICHHS
K HUM HE UMEIOT.

PexoMeH1yI0T yCTaHOBUTH CTOPOHHHE MPUIIOKEHUS.

HacrauBarot Ha nmosmydeHnn 3aiiMOB, 4TOOBI TIPOJIOJIKUTH HUHBECTUPOBATH.

CaiiT BbINOJHEH HEMPO(heCCUOHAIBHO, HO Ha MIEPBBIM B3TJISI]] €70 CII0KHO OTIIMYHUTh
OT caliTa HacTosAler kKoMmnaHuh. Kak ITOHATH, YTO C BaMHM JIEHCTBUTEILHO OOIIAeTCs



COTPYIHUK OaHKa

CoTpynuuk OaHKa MPEIJIOKUT OTKPBITh CYET Yy Opokepa, paboTaroliero
no nuuen3uu Llentpobanka. Cnucok Takux OpokepoB ecTh Ha caiite 11b

B neransx npouHndopmupyeT 00 akTUBaX, KOMUCCUSX U HAJOTOBOM BBIUETE

Pa3BepHyTO OTBETUT HA BOIIPOCHI, HE CTAHET JABUTh WJIM HACTAUBATh HA BIOXKEHUSAX
B KOHKPETHBIN IIPOEKT, a TeEM 00Jiee — Ha HEMEJICHHOM IIEPEBOE ICHET

He oGemraer cBepxnpuObLIb M TapaHTUPOBAHHBIN 10X0A. [IpeaynpexaaeT o puckax

He npocur nepeBecty J€HBI'M HA KapTy WIM Ha KPUNITOKOLIEIEK

He npenyaraer o0marbcsi B CTOPOHHUX CEPBUCAX BHUJIECOCBSI3M U MECCEHIDKEpax:
Zoom, Skype, WhatsApp. Pa3roBop mpoucxoauT B 4aTe Ha CaliTe WJIM B IPHIOKCHHUH
Oanka, 1100 1Mo TeneoHy

Hukorga we 3ampammBaer gaHHble KapThl U koa u3 CMC st moaTBep aeHUs
ornepanuu

S nmpaBuI Ha ciry4ail, KOrja npeajaraloT MHBeCTUHPOBATH:

JlepxuTe B CEKpeTe JJaHHble KapThbl, He coobmaire koAbl u3 CMC wu mymi-
YBEAOMIICHUM.

He nepeBonuTte 1€HBIM HE3HAKOMIIAM.

He Toponutecs. B 6anke He OyyT HacTauBaTh Ha OBICTPOM MOMOJIHEHUH CYETA.

[IpoBepsiiTe u nepemnpoBepsiite uHpopmanuo o 0aHke u Opokepe. OHa ecTh
Ha OpUIMANBHBIX caiiTaXx 0AHKOBCKUX YUPEKICHUM.

[Ipu Maneiinem NoA03pEHUH Ha ONBITKY MOIIEHHUYECTBA MMPEKpaIaiTe pa3roBop.

Yro gesiaTh, €CJIM JaHHbIE MONAJIN K MOIICHHUKY:

Ecnu Bce ke MOIIEHHUKAM YJaloCh 3aBJiaJeTh JaHHBIMU KapTbl, OOpaTUTECH
B CIIy’kOy MOAJNEpKKH OaHKa UM 3a0JOKHPYHTE KapTy CaAMOCTOSITEIBHO B OAHKOBCKOM
IPUWIOKEHUH.

biioknpoBKa KapThl IOMOXKET COXPaHUTh OCTABIINAECS IEHBIH.

[TomomHMK npoKypopa
I'payp B.B.



[Ipokypatypa TapacoBckoro parioHa HHPOPMHUPYET O ClIOCO0AaX MOIIIEHHUYECTBA B
MecceHkepe «MAX»

MouieHHHYECKask cXeMa ¢ MECCEHKEPOM Max U Kpaka akkayHTOB Ha [ ocycmyrax

B CMU mnosiBunuch cooOLIeHUs] O HOBOM CXEM€ MOIICHHUYECTBA, B KOTOPOIi
3JIOYMBIIJICHHUKA HCHOJIb3YIOT POCCUUCKUI MecceHmkep Max (ObUT  Ha3zHauyeH
HallMOHAJIbHBIA MECCEHPKEp B HIOJE) MJIs TOJyYEeHHs [JOCTylla K aKKayHTam
nosnb3oBarener noprana «l'ocyciyru». MOIIEHHUKU 3BOHAT KEPTBE, MPEACTABISAIOTCS
COTpYAHHUKAaMH Max ¥ IO MPEeIoroM «IOTOJIHUTENBHOU 3aIIUTHDY MTPOCAT MPOJUKTOBAThH
CMC-koa, SKOOBI UId akTHBaUUU akkayHTa. Ha camMoMm nene 3To Ko MOATBEpPKACHUS
Bxoaa Ha ['ocycnyru. Ilony4yuB ero, 370yMBINIUIEHHUKH MOJYYalOT AOCTYI K YYETHOMN
3alUCH M MOTYT MOXUIIATh MEPCOHAIbHBIC JIAaHHbIE WM OQOPMIISITH KPEAUTHl HA UMS
I10JIb30BATEIIS.

Kak 310 padoraer:

3BOHOK C HEHM3BECTHOTO HOMEpa C IPEUIOKEHUEM 3aperucTpUpOBaThHCS B
«HALMOHAJILHOM MecceHpkepe» Max.

VYoexaeHne npoTu «akTUBALMIO aKKayHTa 0€30MacHOCTH» JUISl 3aIMThI JIMYHBIX
JAHHBIX.

3anpoc CMC-kopa, sikoObI MpuciIaHHOTO Max, KOTOpbI Ha CaMOM JIEJI€ IPUXOAUT
ot ['ocyciyr.

[TocTpagaBmnM BHymarT, yto koA n3 CMC cBs3an ¢ peructpanuerd B Max, XoTs
Ha CcaMOM JieJie 3TO OJiHOpa3oBblii koa oT ['ocycnyr. HecmoTpsi Ha 3asBieHust 00
MHTErpallii CEPBUCOB, OPUIIMATBHO OHA MIOKAa HE peaan30BaHa.

CounanbHasi HHKeHepHus U (PUIINHT B CXeMe

MoleHHUKH NPUMEHSI0T MeToAbl ¢pummHra (voice-phishing) u coumanbHoi
HHKEHEPHHU, ONUPAACH HA:

Nmurtanuioo rocyaapCTBEHHONW IPUHAMICKHOCTU. lIpecTynmHUKM NOAYEepKUBAIOT,
yT0 Max — 3TO HAIMOHAJIBHBIN «TOCYJIApPCTBEHHBIN» MECCEHIKEP, SKOOBI TECHO
WHTEIPUPOBAHHBIM C JPYTMMHM TOCYCIyramH, BKJrodas mnoprain «l'ocyciyrm». OT10
VCIIOJIB3YETCS U1 TOBBILIEHUS TOBEPHS AKEPTBBI U CHATHUSI TOJO3PEHUM: «Pa3 MECCEHIKEP
rocyJapCTBEHHBIN, 3HAUUT BCE O(ULIUATIEHOY.

Coznanue omrymenust cpouyHocTH. [Tonb3oBaTens yOexaalT, 4TO HY)KHO CPOYHO
3AIIUTUTH AKKAyHT.

[TputBOpCTBO CYK00M TOAAEPKKHU. 3BOHSIIUN TMPEICTABISIETCS COTPYIHUKOM
Max nnu ['ocycnyr.

Hcnonb3oBanue TexHOs3bIKA. JKepTBe roBOpAT O «IpoBepKe O€30MACHOCTU» WU
«JIBOMHOM 3aIlUTE.

Cuenapuii OCTPOEH Ha pealbHbIX HOBOCTAX W MpeAnojiaraeéMor cBsizu Max c
TOCCTPYKTYpaMH, YTO JieIaeT 0OMaH 0COOEHHO MPaBIONOA00HBIM JJIsl HEMOTOTOBIEHHBIX
IIOJIb30BATEIIEH.

[TomomHMK npoKypopa
I'payp B.B.



